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causing alarm across the western alliance, with Nato urgently examining
the offensive and its implications




Who is attacking our communication
Systems?

Terrorists, Criminal

Foreign
overnments

Disgruntled
Insiders
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A lot of good effort!

- Some practical

solutions
Cryptogra Anti-Viruses
phy
Firewa Software Hardware
lls Security ‘Security
Intrusion Risk
Detection b:ll;nagement
systems :
ack
Graphs

- Some theoretic basis

Decision Machine
‘Theory earning
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This Talk:
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Game Theory

“...Game Theory Is designhed to
address situations in which the
outcome of a person’s decision
depends not just on how they choose
among several options, but also on the
choices made by the people they are
Interacting with...”

“ernfoame theory is the study qf,the .

| | | |
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Game Ineory:. A LIttie

History _
-+ Cournot (1838), Bertrand (188_
Economics
- ]. von Neumann, O. Morgen%f”érrg
(1944)
- “Theory of Games and Econorjs-!

Behavior” N

ﬁ\stern 1902-
977

- Existence of mixed StratP@be[lISgd;m 1903-

player game

. J. Nash (1950): Nash Equilibriugf K}

- (Nobel Prize in Economic Sci il
6/7/11994) 1bhh F. Nash /34
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Game Theory Basics
. GAME = (P,A,U)

- Players (P1; ... ; PN): Finite number
(N=2) of decision makers.

- Action sets (Al; ... ;AN): player Pi has a
nonempty set Ai of actions.

- Payoff functions ui : A1x ... XAN: R; | =

1:.....N
6/7/11 1212 /34



Key Concepts
Example: Forwarder’s
dilemma

Example 1: The Forwarder’s Dilemma

e Blue — Green- T g
—hﬁ J—
>

Forwarding has an energy cost of ¢
(c<< 1)

Successfully delivered packet:

reward of 1

If Green drops and Blue forwards:
Séi@él%an and Hubaux, “Security and Cooperation in Wireless Net-lvx;%;llé" / 34



Key Concepts

Example: Forwarder’s
dilemma A==

Game:
Players: Green, Blue
Actions: Forward (F), Drop (D)
Payoffs: (1-¢. 1-). (a2, (-2 Ps el -

- Users con rolllhg the devices are ratiomnal (or

selfish): they try to maximize their benefit
- Game formulatlon G = (P,.s.,U)
ers

of rat egy functions - Reward for packet reachin

ctions ——»

- Cost of packét forwarding:

M a t r|@ F Fo:ln:)r\r/\(;ird (1( 1c,, _10—)0) ((_c?,, C;I\))\r_/ &,
Actions of ‘ Reward of

Blue Reward Of Green
Sour@é?é-xl:gtyan and Hubaux, “Security and CooperationB'lM@';reless Net-lw%;l'lé" /34




Equilibrium Concept

Nash equilibrium:

‘...a solution concept of a game

iInvolving two or more players, in which
'Qﬁbygame

no player has anything to ga

Jon F.ash
(1928)

h the devn::es are rational (or

Example 1: The Forwarder’s Dilemma P: set
S: set of

U

=4

- Str.

tegic-form representation

> !
i Blue — . Green- T L. -
J— — .
T, . Sreen
. Blue Forward

- Reward for packet reachin

the destination
- Cost of packet fo
c

their benefit

changing his own str&t s WAEREE
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Other Concepts

& Dascision and
Game-Theoralbic Approsch

Cooperative / Non-

Cooperative ¢ | =
Static / dynamic Sed%r@i?}lon and
(finite/infinite) g:m@c

Complete / Incomplete
Information

Bayesian

Zero-Sum, Constant-

: W
Sum, Variable-Sum I;Niﬁ?\;\ly;;s@oome

......

-
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3 Communication

Security
Game Models
IntrUd Alice X {E-{* Trudy \\\‘ Y e | Z
er @ «,_;\’ - _//
Game
Normal tr?_xffic
Intellige — >
nt " ———
>
Virus If Xn >\ =>
Alarm
Availabilit
Y
Attack
6/7/11 1717
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Intruder Game

Scenarli
0:

-
What 1f it is
possible that:

M’ # M

Intruder
(Trudy)

Encryption is not always
PERENERtion: Game between Intruder and

User
6/7/11 1818 / 34



Intruder Game: Binary

4 Truay N\

Alice 0 = > 0

p0><: 1—gq
(67 _P1 — >
et 1 \ Y 0 \qo 0

7_-‘- 0 p\&‘& 1— ” — >
X/ . Q P1 1 /Q1><; |
S T~ 1-p / 1—aq Y
- Strategies (mixed i.e. randomized)
- Trudy: (p0,pl), Bob: (g0,gl)

- Payoffs:

T?“’U,dy . (I)(Z,X) = A x 1(Z:1,X:0) -+ B % 1(Z:O,X:1)
Bob: U(Z,X)=-®(Z,X)

- One shot, simultaneous choice game
- Blagh Equilibrium? 1919 /34




Inuudct galllc.

Trudy

PayoffTrudy . O(Z,X)=Ax L(z=1x=0) + B % 1(z=0,x=1) 1 —p;
1 9 1 \
Pu o
’ ; pO 0 1 pO 0 1 Po

Bob

N

ﬁ‘lng
0

Always trust
g =q1 =0

d* :p(ﬁ-A_i_ﬂ.B)

Always deci

the less cos
lasid 71\

r TA

P* = 7 Al

— TA+7B

qo:17Q1:O Q():]_,ql:()

de Always decide
tly the less costly

laid- /1)

P* = 7 Al

ro — B
2 B 7_TA—|_7TB 34




What if the receiver (Bob) can verify the

message?
(by paying a cost and using a side secure channel)

X Lo Trudy N o Y
. ~x< ~o
Alice b ) 2

7
7
N—————_-—_——_———— —
\\\\ 7 _ Pay: J//f
< > | e < >
2 ]
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Cost and
Reward

AB—V (mA+7mB)

AB—V?2

v,

Never use side

channel
Use only

sometimes
Use more

often

Challenge:

Credible
threat

[I1Deter
Attacker from

- Lattacking—

6/7/11 1 5
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Intelligent Virus Game
Scenarl

o Normal
I X

Assume a
KMQMNchoose B to maximize

mfection SOSE . choose A to

minimize cost of infection + clean
up

6/7/11 2323
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Intelligent Virus Game (IDS)
Scenari
0 Normal

--------------

Smart virus designer B I ——
p i C kS E 1: | W Un A V‘Vr\ , V’\f\’\;”
very large B, so that the .|
cost is always high ....

Reqgardless of Al
o///11

Virus Gain: Li
IN I
I o




Intelligent Virus Game (IPS)

Modified
Normal Scenario
g X
- —
- 3
f Xn >\ =>
Alarm

-Detector: buffer traffic and test
threshold
. Xn < A\ Oprocess

If Xn > A Flush & Alarm

‘Game between Virus (3) and Detect

0
Worm's Propagation rate (B)

(Me/7/11 2525 /34



Availability Attack Models!

Tree-Link
Game:

i N f 0
\"J \J

6/7/11 2626 / 34



Modael

Game
- Graph = (nodes V, links E, spann
trees T)
- Defender:
chooses T T
— Deflbt@€kersn T, to minimize
chooses e E. A+ NG ALack”)
— Attacker: onE, to maximize
_ B'&\Ma)fds.ne Ria,pB) = ;ﬁa (;ariaEI‘_H‘a)

o/7111 . Defender: -ledT 2127

. Exampl

DrififiRi: 0

A tacker: -

%;ttacker:
1-pl

/ 34



LCUlLU O 1 I(Jy d
Assume: zero attack

Game! Cost He—0

Graph Most vulnerable

N N

N

4 1/ N
2
b ghanc
) 0 i) > 1/2
J

A
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Critical Subset of Llnks
-] BB BEEE

(a) Graph with bridgse g;)t Sr;rte;r;xcollfclcx;:lele [SSTESETESTErE st 1(2311\/1 nirmuam cut Sl:t is not crit— 3.)\. 4
(G) D(G)— L(G)= 7'5
=1 .
. Definiition 1&2: Fof any nonempty sulgs?et E E E={1,4,
5}
. [M(E)=min{[T EJ], T|T} |T E|
(minimum number of links E has in common with any—4
spanning tree) M(E) =1
2. VuIne|_5T'tra Nty of E (E) =
(E)y = MT(E)/|E| 1/3

(minimum fraction of links E has in common with any spanning
tree)

- Definition 3: A normemptysubset€L] E is said to be critical if
[1(C) = maxEO E(CI(E))
(C has maximum vulnerability)

Defe nlder chob'élé‘?ﬂ’éés"ﬂ!étfrﬂ!’ﬁﬂhéWQIHO@‘MR%QW'"ty /34
of SUheal subset



Critical Subset Attack
Theorem

Theorem 1:There exists a Nash Equilibrium where

Attacker attacks only the links of a critical set C, with equal
probabilities

Defender chooses only spanning trees that have a minimal intersection
with C, and have equal likelihood of using each link of C, no larger than
that of using any link not in C. [Such a choice is possible.]

There exists a polynomial algorithm to find C [Cunningham 1982]

Theorem generalizes to a large class
of g@ﬁj{é@; 3030 / 34



Some implications

Edge Connectivity is not always the g:g \
right metric! y

"If v < O:Attacker: “No R
- ma}{( )ta"g(lg"’} If can invest to make u high
VERE\TE DR éDeter attacker from attacking

* Need to randomize choice of J

/ etwork tree \

Des'gﬁ'tm”a' Network in b) is more vulnerable than
network in c)
v= 3/4 v=2/3 v= 3/5

1><1 > M XD

y S
) ~"_ 7
\ 2/3 > 3131 /4

2/




UILILIUOI

on Game Theory helps for a
better understanding

4 — of the Security probiemm
Intruder and Intelligent Virus Games:

Most aggressive attackers are not the most
dangerous ones

\____ - Mechanisms to deter attackers from attacking ~“/

/ﬂailability Games - \

- Critical set

- Vulnerability (J(G)): a metric more refined than
edge-connectivity

- Analyzing NE helps determine most vulnerable subset
of links

- Importance in topology design

\ - Polynomial-time algorithm to compute geidixal set //34




This Is an “young” research
field!

A certain number of issues

- Costs model

Not based on solid ground Game Theory for Airport

Security
ARMOR (LAX)
: ey s Airports create securit
- Mixed strategy equilibrium sysgems and terrorastoy
: . k outb h

[1 How to interpret it? Pacing - Allocate canine

- Nash equilibrium computation

[1 In general difficult to compute

- Still “theoretic”?
6/7/1%, 3333 / 34
:I'.h.e ARMOR PO ADMADR-1 Al av ~irnartk natral dicnatrcrhina



Future Work

- Repeated versions of the games
- More realistic models
- Applications: Attack Graphs

- Collaborative Security

- Team of Attacker vs Team of Defenders
- Trust and Security

- Role of Information

- Security of Cloud Computing

6/7/11 o , 3434 /34
- Are vaiir willina tao aivve awav volir



Thank you!

Questions?

6/7/11 3535 / 34
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